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HIPAA in a
nutshell

national standards to protect medical
records and other personal health
information

requires safeguards to protect privacy

sets limits on the uses and
disclosures that may be made without
patient authorization*




HIPAA Lingo

Protected Health Information (PHI):
Individually Identifiable Health
Information that is held by a covered
entity (or in a covered component of
a hybrid entity, like Emory)
* Must first be health information
(identifiers by themselves are not PHI)

 Must be individually identifiable

Individually Identifiable Health
L ———— o — . ] ]
’ . Information (lIHI): same information

NOT (or no longer) covered by HIPAA



http://irb.emory.edu/documents/phi_identifiers.pdf

Emory’s Hybrid Covered Entity
Units (2016)

The Emory University Health Plan

(governed by separate privacy and security policies)
Emory University Student Health Services

(to the extent to which educational records subject to
FERPA are not involved)

Emory University School of Medicine health care
providers who are proving treatment (or Research
that includes treatment) and collecting payment
involving HIPAA-covered billing.
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Remember: Emory units are
only covered components to
the extent they perform
“covered functions”

s

* Provide Treatment AND bill
insurance or a government
benefits program (e.g.,

Medicare) for the Treatment; or

e * Process Payment; or
e P * Perform Healthcare operations.




HIPAA Applicability for
CHOA/Grady/VA

For studies conducted at Emory or Grady:

HIPAA will apply only to studies involving the use of PHI which also provide treatment (as part of the research
study) billed to an insurance company, Medicare/Medicaid or another government benefits program

For studies at the Atlanta VA (AVAHCS):

HIPAA will always apply if identifiable health information is involved

For studies at Children’s Healthcare of Atlanta: Still under discussion

- HIPAA definitely applies when there is treatment AND billing and/or data is placed in medical record;
HIPAA may or may not apply in other cases


http://irb.emory.edu/documents/HIPAA_changes_FAQ_plus_decision_chart.pdf

Introduction to the HIPAA
Applicability worksheet

T |

o

Part |- Will HIPAA protect Part Il- Do you need HIPAA Part lll- Do you need PHI
your research records? authorization or a waiver? for recruitment?




Part |: To determine if HIPAA will apply to your research records

1. Is this study conducted solely at AVAHCS?
2. Is this study conducted or partially conducted at an Emory covered component, CHOA, Grady,
Applicability
pp 1 No
Part I

[ Yes — Skip to Part II; HIPAA will always apply to your research records
or another institution that has defined itself as a covered entity?
WO rks he et = 3. IF YES: Is medical treatment provided as part of your current protocol?
4. IF YES: Is any treatment described in the protocol being billed, electronically, to an insurance

IRB ,S H I PAA (I No — Continue
L1 Yes
L1 Yes
company or a benefits program (e.g., Medicare/Medicaid)?

(1 Yes
1 No
lnitializing > jIrl;::I:::l;;nswi.=.-r to all of 2-4 of the above is “YES,” then HIPAA will apply to your research
C » If the answer to any of 2-4 of the above is “NO”, then HIPAA will not apply to your research
records

o (Unless the research is within the AVAHCS, in which case HIPAA will apply and it was not
necessary to complete this Part | — go to Part I1)

» Complete Parts Il and Ill below to see if HIPAA applies to other parts of your study.




Part Il: To determine what kind of HIPAA authorization or waiver will be needed‘

1. Will you use and/or record protected health information from Emory Healthcare or an external covered
entity (e.g., collection of data from medical records)? (Note: by definition, PHI includes identifiers.)

[ Yes, and | am requesting a complete consent waiver and waiver of HIPAA authorization.

Instructions:
e Skip Part lll and complete both Checklists. I I IPAA

[ Yes, and | will obtain consent and HIPAA authorization from the participant/LAR, but HIPAA does not

apply to my research records (see Part | above). A licabilit
Instructions: pp y
*  Use the special ICF/HIPAA template here: SaaS Emory Biomedical Consent/HIPAA Template - I W i er

Obtaining PHI from a covered entity, but no treatment or billing for research
Complete Part lll, and do not complete the Checklists that follow unless you need a_ waiver of

signature (i.e. verbal consent/authorization)
Worksheet

L] Yes, and | will obtain consent and HIPAA authorization from the participant/LAR in a study, and HIPAA

does apply to my research records (see Part | above).

PART Il

Instructions:
Use the regular consent/authorization template that is appropriate for your study

.
Complete Part lll, and do not complete the Checklists that follow unless you need a waiver of

L ]
signature (i.e. verbal consent/authorization)

[1 No, | am not accessing, using or storing any PHI from a covered entity. Go to Part Ill.



Part Ill: Accesing data for recruitment purposes only - requesting a partial HIPAA waiver
(PHW)

[1 I will access PHI within a covered entity for recruitment purposes ONLY (i.e. identifying
potentially eligible subjects). As subjects are contacted, | will obtain HIPAA authorization

[1 I will not access PHI for recruitment purposes prior to obtaining subject consent and
authorization

After completing this form (including the Checklist below if applicable), please
save and upload in the last page of your submission, under “HIPAA Applicability
and Waivers Requested” section, question 4.

You now have enough information to answer the HIPAA-related questions in elRB!

HIPAA Applicability and | s

Waiver Worksheet




Choosing an Informed
Consent Template with
HIPAA language

SaaS Biomedical Consent/HIPAA Template

SaaS Emory Biomedical Consent Template
- HIPAA does not apply

Authorization to Use and Disclose Protected Health Information SaaS Emory Biomedical Consent/HIPAA Template
The privacy of your health information is important to us. As part of this study, we will be requesting health care entities = Obtaining PHI fl’Om a cove red entity, bUt no

who are covered by the Health Insurance Portability and Accountability Act and regulations (HIPAA) to provide us with I

health information that identifies you (“individually identifiable health information” or “lIHI"). Because the health care treatment Or bl "lng for resea rCh
entities are covered by HIPAA, we must have your authorization to obtain your [IHI from them. However, the

researchers who get your IIHI from the health care entities are not covered by HIPAA. Once they receive your IIHI from

the health care entities, they will put it in a separate research record that is not a part of your medical record. IIHI placed

in the separate research record is not covered by HIPAA.

Refer to these forms’ HIPAA language as a model for other site-specific consent forms



Waivers of One or More Elements
of Informed Consent

Can waive all elements or single elements individually
Option A includes 5 criteria

* all must apply and each requires protocol-specific comments

1. The research or clinical investigation involves no more than minimal
risk (as defined in 21 CFR 50.3(k) or 56.102(i)) to the subjects

2. The research or clinical investigation could not practicably be carried
out without the requested waiver or alteration

3. If the research involves using identifiable private information or
identifiable biospecimens, the research could not practicably be carried
]gut without using such information or biospecimens in an identifiable
ormat;

4. The waiver or alteration will not adversely affect the rights and
welfare of the subjects;

5. Whenever appropriate, the subject or legally authorized _
representatives will be provided with additional information about their
participation in the research/clinical investigation.




A reminder about
protocol-specific
comments

o Information in the worksheet serves as the IRB’s
documentation to back up granting the waiver.

o Tell us why it’'s really impracticable to obtain
consent and why the study must be conducted with
identifiers.

o Don’t just say “doing a chart review.”

o Don’t use lack of study resources as rationale - we should always
be concerned about participants’ rights




Waivers of One or
More Elements of

Informed Consent

Option B is rarely used- only for public benefit or service programs

1. The research or demonstration project is to be conducted by or
subject to the approval of state or local government officials and is
designed to study, evaluate, or otherwise examine: (i) public benefit
or service programs; (ii) procedures for obtaining benefits or services
under those programs; (iii) possible changes in or alternatives to
those programs or procedures; or (iv) possible changes in methods
or levels of payment for benefits or services under those programs;
and

2. The research could not practicably be carried out without the
waiver or alteration



Waiver of documentation
(signature) of consent

3 options, any can apply, each requires protocol-specific comments

i) That the only record linking the subjects and the research would be the informed
consent form and the principal risk would be potential harm resulting from a breach of
confidentiality. Each subject or legally authorized representative will be asked whether the
subject wants documentation linking the subject with the research, and the subject’s
wishes will govern; or

(if) That the research presents no more than minimal risk of harm to subjects and involves
no procedures for which written consent is normally required outside of the research
context; or

(iii) If the subject or legally authorized representative are members of a distinct cultural
group or community in which signing forms is not the norm, that the research presents no
more than minimal risk of harm to subjects and provided there is an appropriate
alternative mechanism for documenting that informed consent was obtained.

In cases in which the documentation requirement is waived, the IRB may require the
investigator to provide subjects or legally authorized representatives with a written
statement regarding the research.



Heads Up!

If you apply for a waiver of
documentation of informed
consent, and HIPAA applies at all to
your study (Parts |, I, or Ill), you will
also need to apply for an alteration
of HIPAA authorization




The Pl requests a [ Waiver of authorization (meaning that an authorization will not be obtained)

or [ Alteration of HIPAA authorization (meaning that some elements of the authorization will be

waived, for example, a signature in the HIPAA authorization for verbal authorizations).

If alteration - description of the alteration®: Click or tap here to enter text.

HIPAA Waivers and

PART |- ADMINISTRATIVE
INFORMATION

Alterations




[ Physician records

] Hospital records

[ Billing records

[ Clinical records

L] Mental health records

[ Laboratory results

[ Biological or tissue samples

[ Pathology results

[ Radiology results

[ Interviews, surveys or questionnaires

[] Data previously collected for research purposes

[ Other - please describe: Click or tap here to enter text.
[J No PHI will be utilized

HIPAA Waivers and

PART Il- SOURCES OF PHI

Alterations




HIPAA

Waivers and
Alterations

The IRB, sitting as a privacy board, must determine that the waiver of authorization satisfies ALL of the

following (may refer to protocol and elRB submission):

(A) That the use or disclosure of PHI involves no more than a minimal risk to the privacy of individuals,
based on, at least, the presence of the following elements:
i. An adequate plan to protect the identifiers from improper use and disclosure;

ii. An adequate plan to destroy the identifiers at the earliest opportunity consistent with the
conduct of the research, unless there is a health or research justification for retaining the
identifiers or such retention is otherwise required by law; and

iii. Adeguate written assurances that the PHI will not be reused or disclosed to any other person
or entity, except as required by law, or for authorized oversight of the research study, or for

(B) That the research could not practicably be conducted without the waiver or alteration

(C) That the research could not practicably be conducted without access to and use of the protected
health information.

Each criterion requires protocol-specific comments



Multiple
Cohort
Studies

YOU CAN USE MULTIPLE
WAIVER WORKSHEETS OR
MULTIPLE RELEVANT PARTS OF
THE WORKSHEET

MAKE THE WORKSHEET WORK
FOR YOU!

MAKE SURE TO INCLUDE THE
APPROPRIATE RATIONALE FOR
EACH COHORT AND SELECT THE
CORRECT INFORMATION IN
EIRB




Questions




Contact Us

Maria Davila, MD, MA
(Bioethics), CCRC, CIP

Shara Karlebach, WHNP-

BC, CIP

Jessica Blackburn, MPH,
CIP

Clarissa Blackmon, BS

(404) 712-0724

(404) 712-0727
(404) 712-9698

(404) 727-8864



mailto:jessica.baker@emory.edu?Subject=IRB%20Web%20Inquiry
mailto:cdupree@emory.edu
mailto:maria.davila@emory.edu?Subject=IRB%20Web%20Inquiry
mailto:swilli7@emory.edu

